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Giris

21-osri IKT-siz tosovviir etmok miimkiin-
suzdiir vo elocads bu sahonin asas aspekti olan
rogomsal medianin bizim hoyat torzimizo, icti-
mai-siyasi vardislorimizo ¢ox boyiik tosiri var-
dir. Bu giin biz miiharibonin daha uzun, daha
gizli, miqyasina, hadoflorine vo tempino gors
daha toocciiblii vo baslangici, sonu, roqiblori
vo motivlorini ayird etmoayin daha ¢otin oldugu
“Kiber Miinaqiso” osrinin astanasindayiq. Ro-
gomsal media miihiti dinamikdir vo demokratik
idarsetmo vo siyasot {igiin ciddi noticolori olan
yeni, bazon gdzlonilmayon yollarla inkisaf et-
moayo davam edir. Bu media dévlot qurumlari-
nin foaliyyat torzini, siyasi liderlorin iinsiyyst
torzini, seckilorin miibahisolondirma qaydasini
vo vatondas alagalorini kdkiindon doyisdirib.Ki-
bersiyasot biitiin diinyada genis istifado olunan
termindir vo o, sosial program tominatinin bii-
tiin formalarin1 shato edir. Bu vo ya diger for-
mada kibermokan dediyimiz anlayis, hotta siya-
si proseslorda va bir sira miinaqigelorda

Kibermokan va diinya siyasoti

Miiasir dovrdo diinyada siyasot sirf siyasi
deyil, artiq texniki masalolora do istinad eds bi-
lor. Son illordo kibertohliikasizlik, internet
azadlig1 vo idareetmo do daxil olmaqgla kiber-
mokan masaloalori siiratlo “siyasilosdirilmis” vo
tobii global ictimai problems ¢evrilmisdir.

Kiberdiinyanin siyasilogmaosinin on mithiim
olamatlori kimi kibertohliikasizliyin artiq icti-
mai-siyasi glindoma daxil edilmasi, o climlodon
diinyada internet azadlig1 siyasatinin yayilmasi
vo IT ictimai domen nozoriyyasinin tobligi v s.
masalalori géstormok olar

Kibermokan anlayisinin diinyant siiratlo si-
yasilosdiro bilmasinin sobabi Internet tohliiko-
sizliyi ticlin daxili aktualliq vo ABS-in hege-
monlugu saxlamagq ticiin foal togviqi ilo bagli si-
yasat¢ilorin vo medianin yaratdigi tohdidlorls
six baghdir. Texniki masalalori siyasilosdirmok
¢ox ¢otin olsa da, olkolor tomaslar1 artirmag,
konsensus yaratmaq, oxsar problemlarin hallin-
do tocriibalori miiqayisa etmok vo dyronmok vo
hoddon artiq media tohdidlorini cilovlamagla
kibermokanin siyasilosdirilmasinin manfi tasiri-
ni shamiyyaetli doracads azalda bilor.

Son illor beynalxalq ictimaiyyat ii¢ osas
qlobal ictimai problemin: maliyys béhrani, ig-
lim dayisikliyi vo kibermakan probleminin orta-
ya ¢ixmasinin sahidi olub. Bunlarin arasinda ki-
bermokan maosalasi xiisusilo diqqsti calb edir,
c¢linki bu, beynolxalq siyasi giindoma siirotlo da-
xil olan yeni problemdir. Maliyys bohran1 vo
iglim dayisikliyi problemlari ilo miiqayisado ki-
bertohliikosizlik problemi holo do yeni inkisaf
marhalasindadir. Bunu tez-tez beynolxalq isti-
gamatin va konsensus li¢iin hals global asas va
mohkom qurulmus beynolxalq maslohotlogsma
sistemi formalagsmamis ganunlarin olmamasina
gora “Wild West” (“Vohsi Qarbla”) ilo miiqayi-
so etmok olar.

Kibermakan elektron texnologiyanin totbi-
qi ilo xarakterizo olunur. O, bir-biri ilo slagali
soboko sistemlori vo fiziki qurgular vasitosilo
molumatlart saxlayir, doyisdirir vo miibadilo
edir. Bu, kompiiterlor torofindon idars olunan,
oldo edilon va yaradilan ¢oxdl¢iilii siini virtual
diinyadir vo movcud diinyaya baghdir, bizim
burada oldugumuz ¢ox evrenli bir sistem yara-
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dir, ham do virtual hor yerde olma imkan1 hansi
ki biz ilo ora gedo bilorik.

Kibermokani iki novo bolmak olar: texniki
maosaloalor vo geyri-texniki masalalor. Qeyri-tex-
niki maosalolor beynolxalq siyasot alimlorinin
osas todqigat movzularidir. Onlar osason {i¢
osas masaladan ibaratdir: saboka tohliikesizliyi,
Internet azadlig1 vo yuxarida geyd edildiyi kimi
onun idars olunmas.

Kibertohliikosizlik baximindan alimlor ki-
bertohliikesizlik paradoksu ilo bagli kibermo-
kanda bir sira miizakirslor aparirlar. Kéhno de-
yima goro, tohliikasizlik ola bilmayacayi qodor
paradoks: 'har bir gqanunda bir bosluq var': Di-
gor tohliikasizlik problemloari kiber miihariba vo
kiber ¢cokindirmadir.

Internet azadlig1 Amerika Birlosmis Statla-
rin son illords giiclii sokilds irali siirdiiyii xarici
siyasot silahidir vo Internetin ictimai sahasi no-
zoriyyasi beynolxalq miinasibatlorin bu konsep-
siyasini giiclondirmak ti¢clin miithiim nozari osas-
dir. Bu sahoads aparilan todqgiqatlar kibermoka-
nin qlobal ictimai miilkiyyatino vo internet
azadlig1 ilo kibertohliikosizlik arasindaki zid-
diyyato diqqot yetirir.

Kibertohliikosizlik problemlori artdiqca vo
ABS-1n internet azadlig1 siyasati hoyata kegiril-
dikco kibermokanin risklori todricon o&lkolor
arasinda qarsiliqlt etimad vo normal miibadilo
iiclin ciddi maneays ¢evrilir. Bu sabobdon, so-
boko tohliikasizliyi tadbirlori va kibercinayat-
karliq problemlorino cavab da daxil olmagla In-
ternet idaragiliyi beynolxalq siyasat alimlorinin
do maraglandigi miithiim mossloya ¢evrilmisdir.

Kibermokan problemi yeni yaranmaqda
olan global ictimai problemdir. Bu kimi mévzu-
lar lizra todqiqatlar, xiisusilo nazari tohlillor ho-
la do siiratli inkisaf morhoalosindadir, lakin inki-
saf siiroti demok olar ki gonaostbaxig hesab et-
mok olar. Soboko tohliikosizliyini niimuno go-
tirsok, insanlar soboko tohliikesizliyi anlayisi-
nin konnotasiyasin1 miixtolif sorh edirlor vo ¢ox
vaxt onu kompiiter tohliikosizliyi, saboka tohlii-
kasizliyi vo informasiya tohliikesizliyi kimi ter-
minlorlo ovoz edir.

Kibertohliikosizliyin miixtolif problemlori
rosmi sonadlordo, mediada vo IT-do genis sokil-
do geyd olunsa da, toocciibliidiir ki az sayda
tohliikasizlik iizro todqiqat isi tohliikesizlik vo
IT-nin birlogmosini aydin sokilde izah edir. fo-
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han Erikssonun 2006-c1 ildoki informasiya inqi-
labinin tohliikosizliyo tosiri ilo baglh tohlilinin
toqdim etdiyi xiilasadon bugiinkii kompiiter toh-
liikkosizliyi aragdirmalarini qiymotlondirmok ho-
lo do ¢cox magsadouygundur: “Todqiqgatlarin ok-
sariyyeti etibarsizdir vo diqget informasiya tex-
nologiyalari ils bagl tohliikasizlik masalslaring
yonolib. IT odobiyyatinin oksariyyoti siyasot
yoniimliidiir vo nadir hallarda beynolxalq mii-
nasibatlor nozoriyyosi vo ya hor hansi digor fon-
lorla slagalidir. Ustolik vo balko do daha énom-
lisi, cox az sayda alimi kibermokan masalosinin
diinyada siirotlo siyasilogo bilmasinin sobabi
maraqlandirir. Basqa sozlo desok, kibermokan
ovvoalca texniki, ardinca daxili siyasi, nohayat,
beynalxalq siyasi masaladir.

Qlobal ictimai problemlor miixtslifdir, la-
kin onlarin he¢ do hamisi agig-aydin beynolxalq
siyasi maosalolora ¢evrilo bilmoz. Siyasilosmo
sOziinilin 1ki monas1 var: biri siyasi mahiyyatin
verilmoasi prosesi, digori iso siyasi mahiyyat ol-
do etmoayin naticasidir. Daxili siyasstdo siyasi-
losmayo ¢ox vaxt fordi siyasi siiurun formalas-
masi va istirakinin davami kimi baxilir.

Kibermokan molumati saxlamaq vo istifa-
da etmak va linsiyyast qurmaq qabiliyyatino ma-
lik bir-biri ilo olagali kompiiter cihazlarindan
ibaratdir. O, dord tobagodon ibaratdir: insanlar,
molumat, montiqi modullar vo fiziki qurgular.
Istifado vo ya mogsod baximindan kibermokan
molumat vo molumati manipulyasiya etmok,
emal etmok vo inkisaf etdirmok iiglin istifado
oluna bilar vo insanlar arasinda {insiyyati va in-
sanlar vo informasiya arasinda qarsiliqlt slagoni
inkisaf etdira. Bir torofdon, dord tobii fozadan —
yeriistii, doniz, atmosfer vo “ayalt’” mokandan
forqli olaraq, kibermokan tamamils insan tors-
finden yaradilmis mokandir, rogemsal vo virtual
159 onun miihiim xiisusiyyatloridir. Digor toraf-
don, dord tebii mokandan forqli olaraq, kiber-
mokan getdikco daha ¢ox neo-siyasat olamaotlori
gostarir.

Konkret olaraq, kibermokanin global siya-
silogmasi stirotlo glindslik hoyatin bir hissasina
cevrilon kibertohliikasizlikdo oziinii gdstorir.
Mosalonin siyasilosdirilmoasinin fundamental to-
zahiirli ondan ibaratdir ki, bu, beynoslxalq dani-
siglarin mozmununa ¢evrilib vo miivafiq bey-
nolxalq toskilatlar todricon problemlo maraglan-
maga baglayiblar.
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Yeni osrdon etibaron kibertohliikosizlik
mosoalasi Birlosmis Millatlor Toaskilatinin mii-
hiim movzusuna c¢evrilib. Birlosmis Millotlor
Toskilat1 beynalxalq ictimaiyyestin digqgatini ki-
bertohliikosizlik tohdidlorine vo omokdagliga
colb etmok li¢iin bir sira gotnamoalor gobul et-
misdir.

Bas Assambleyanin 22 yanvar 2001-ci il
tarixli 55/63 sayli Qotnamasi toklif edir ki, 6l-
kolor 6z ganunlarinin va tocriibslorinin informa-
siya texnologiyalarindan geyri-qanuni istifado
edon soxslor iiglin tohliikesiz siginacaqglar ara-
dan qaldira bilmasini tomin etmalidir. Arasdir-
ma aparilarkon informasiya texnologiyalarindan
geyri-qanuni sui-istifado ilo bagli beynoalxalq
hallar cinayst mosuliyystina colb edilmolidir.
Buna gors do aidiyyati dovlatlor hiiqug-miihafi-
zo orqanlarinin koordinasiyasi ilo omokdasliq
etmolidirlor. Informasiya texnologiyalarindan
geyri-qanuni sui-istifads ilo miibarizods 6lkslor
on ciddi problemlor hagqinda moalumat miibadi-
losi aparmalidirlar. Bag Assambleyanin 6 yan-
var 2006-c1 il tarixli 60/45 sayli gotnamosi
BMT Bas Katibindon potensial informasiya
tohliikasizliyi tohdidlori ilo bagli miimkiin
omokdaslhiga dair arasdirmalar1 davam etdirmok
ticin hokumatlorarasi ekspert qrupu toyin etmo-
yi talob edir vo qrupdan hesabat toqdim etmoyi
tolab edir. Bu gotnama va tovsiyalor informasi-
ya tohliikesizliyi lizra beynolxalq konvensiya-
nin standartlarindan uzaq olsa da, informasiya
tohliikesizliyi maesalalorinin — ortaya ¢ixan
problem kimi — biitlin diinyada diqqati calb et-
masi demoakdir.

Natica. Moqgalods siyasi proseslorde qarsi-
durma zamani kiber miinaqisalorin nozori va
praktiki formasi informasiya tohliikesizliyina
vo tohliikesizlik sistemina tosirina milli vo
beynolxalq yanasmalarin kombinasiyast ilo
tohlil edilir.

Kibermakanin miihafizasi orazi sorhadlori
ilo mohdudlagmir, ona goro do kibermokan sa-
hasinda beynoslxalq torofdasliq raqibs siyasi to-
sir naticosindo kibercinayatlorin todqiqi saho-
sindo dovlotlorarast torofdasliq soviyyosindo
omokdashigin miiasir miitaraqqi qoludur. Bels-

liklo kibermiidafio proseslorinds fordi miibariza
global diinyada o qodor do effektiv deyil.

9doabiyyat

1. Anderson, R., Barton, C., Boehme, R.,
Clay ton, R., van Eeten, M. J. G., Levi, M.,
Moore, T. & Savage, S. Measuring the cost of
cybercrime. URL: http://weis2012.econinfo-
sec.org/papers/Anderson WEIS2012.pdf
2012 115 p.

2. Arquilla, J. Ethics and Information Warfa-

re. In Strategic Appraisal: The Changing

Role of Information in Warfare. Ed. by Z.

Khalilzad, J. White & A. Marsall. Santa

Monica: RAND Corporation. 2019, 255 p.

Bell, D. The Social Framework of the Infor

4. Buzan, B., Waver O. & et al. Security: A
new framework for Analysis. Boulder:
Lynne Rienner Publishers. 1998, 28 p.

5. Chin V.A., & Shahalami, I. Y. Analysis
and synthesis of the requirements for safety
systems of objects of critical information
infrastructure. Issues of cybersecurity.
2013, 125 p.

6. For a discussion of the military revolution
that emerged between the two world wars.
In: Military Innovation in the Interwar Pe-
riod. Ed. by W. Murray & A. R. Millett.
Cambridge: Cambridge University Press.
2016, pp. 299-302.

7. Freedman, L. International Security: Chan-
ging Targets. Foreign Policy, 1998, 48-63 s.

8. Matveev, B. Status and prospects of deve-
lopment of national information security
industry in 2014. Cybersecurity, 2013, pp.
61-64.

9. Metz, S., & Kievit, J. Strategy and the Re-
volution in Military Affairs: From Theory
to the Police. Strategic Studies Institute.
2010, pp. 33-34.

10. Rosenzweig, P. The Organization of the
United States Government and Private Sec-
tor for Achieving Cyber Deterrence. Deter-
ring Cyberattacks: Informing Strategies
and Developing Options. National Rese-
arch Council, 2010, 269 p.

(O8]

189



Social sciences, 2025, Ne1

Summary
Murad Rustamov
World politics and cyberspace

Cybersecurity, with its significant role in world politics, is applied across various domains re-
lated to national security. This issue spans from diplomatic relations to the strategic planning of in-
ternational organizations.

This article delves into the importance of cybersecurity in global politics. In the 21st century,
one of the national security, public safety, and economic challenges faced by every country is the
threat of cybersecurity vulnerabilities. Cybersecurity has become an inherent feature of modern life,
connecting the global population through cyberspace for social interaction and organizational pur-
poses. Cyberspace is a defining characteristic of contemporary life, where individuals and commu-
nities engage and organize.

The existence of numerous cybersecurity issues across different sectors naturally increases
their political significance. From specific cases to national and international levels, the need for cy-
bersecurity grows - it becomes a central concern in diplomacy and world politics.

The research in this article aims to demonstrate how cybersecurity serves as a tool for political
interests and its place in global politics. It emphasizes the importance of focusing on information
security and national security in the context of cybersecurity.

The article discusses methods used by national security institutions and international organiza-
tions to address cybersecurity threats, covering both theoretical and practical aspects. Cybersecuri-
ty’s broad application extends from diplomatic relations to the strategic planning of international
organizations.

Keywords: Cyber security, information security, national security, world politics, United States
of America, UN, cyberspace

Pe3rome
Mypaa Pycramos
MupoBasi MOJIUTHKA U KH0EPIPOCTPAHCTBO

KubepOe3onacHoCTh cTana oAHUM U3 OCHOBHBIX HHCTPYMEHTOB B pyKaX rocyJapcTB U B pyKax
(dbopManbHO COIO3HBIX opraHu3anuii. OHa BKIIIOYaeT B ceOs TUIUIOMATHYECKHE B3aUMOJICHCTBUS U
TAKTUKU MCKIAYHAPOIHBIX CYIIIHOCTeﬁ. Ota np06neMa OXBAaThIBACT JUIINIOMATHYCCKHUE OTHOIICHUS
U CTpaTeruy MEXIyHapOJHBIX OpraHU3alnil.

B 2101 cTathe s MpoaHAU3UPYIO POJIH KHOEPOE30MaCHOCTH B KOHTEKCTE MEKTyHAPOIHBIX OT-
HomeHui. B 21 Beke aiis mo06oro rocyaapcTBa OJHON U3 yrpo3 HAIlMOHATBHON 0e30macHOCTH, 00-
IIECTBEHHOM 0€30MacHOCTH U SKOHOMHKH SIBJISIFOTCS KHOepyrpo3sl. Kubepbe3omacHOCTh BO3HHKIIA
KaK OJMH U3 OCHOBHBIX aCIMEKTOB >KU3HH, OJTHOBPEMEHHO OOBEAMHSIS JIOJCH M0 BCeMy MUPY C Iie-
JIBIO COLMAIIBHON MHTEPAKIIUN U KOOPANHALUN YEPE3 BUPTYAIbHBINA MUD.

Cy1iecTBOBaHNE MHOYKECTBA BBI30BOB B 00JIaCTH KHOEpOE30MacHOCTH B Pa3IMUHBIX CEKTOPaX,
€CTECTBEHHO, CHOCO6CTByeT YBCIIMUCHUIO UX 3HAYUMOCTU IJIA IMOJIMTHUKH. OT OTACIIBHBIX CIy4acB
JI0 HAIMOHATIBHOTO M TJI00ATBHOTO YPOBHEH, CIpOC Ha KUOEpOE30MacHOCTh MOCTOSHHO PacTeT —
9TO CTAHOBHTCSI OCHOBHOM 00OJIACTHIO TUTIIIOMATHH M MEXKTyHAPOIHBIX OTHOIIICHUM.

[{enp uccnenoBaHus B 3TOM cTaThe — MPEAOCTABUTH JOKA3aTENbCTBA TOTO, Kak KnbepOe3omnac-
HOCTb HUCIOJIB3YETCA KaK CPEACTBO IAJIA JOCTHXKCHUA OMPCACIICHHBIX IMOJIUTHYCCKHUX ueneﬁ, n Ka-
KYI0 pOJIb OHa WrpaeT B 0oJyiee MIMPOKOM KOHTEKCTE MEXIYHApPOIHBIX OTHOIICHHUN. Bompockl vH-
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dbopMaIuu ¥ HAIMOHATLHOW OE30MACHOCTH C OTCHUIKOW K KHOEpOE30MacHOCTH HYXKIAl0TCS B 0CO-
O0M BHHMaHUHU.

CraThsi cocpeloTOYeHa Ha METOAAX, HCIOJIb3YeMbIX HAIlMOHATBHBIMU YUPEXKJACHUSIMH Oe€3-
OMACHOCTH M MEXTyHAPOJHBIMH OPraHU3AIMIMHU JJIsl pelIeHusl yrpo3 KuoepOe30nacHOCTH, YUUThI-
Bas KaK TEOPETUYECKHUE, TaK U MPAKTHIECKHUE acreKThl. KubepOe30nacHOCTh MPUMEHSIETCS BO MHO-
rux cdepax, BKIIOYAs JUMIOMATHYECKUE OTHOILIECHUSI M CTPATerHiecKoe MIaHUPOBAHNUE MEXKIyHa-
POIHBIX OpraHU3alui.

Kntouesvie cnosa: rxubepbezonacnocmv, uHpOpMayuoHHas 6e30naAcCHOCMb, HAYUOHAILHASL
bezonacnocmo, muposas noaumuxa, CLIIA, OOH, kubepnpocmpancmeo

191



